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Agenda
1. Growing Up Online

2. A Developmental Model 
of Risk

3. Supporting Safety – A Skill 
Building Approach 

4. Up your Game – Building 
Comfort and Competence3



Self Assessment

Taking Inventory of your Current 
Knowledge and Comfort
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Growing Up 
Online

The Realities of Being 
a Kid Today
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Growing Up Online

Very young children are using 
internet enabled devices.

Children have more screen time 
than ever before.

Even very young children have 
substantial digital footprints.
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Growing Up Online
Access increases with age

Recent data from Prevent
• 94% of Canadian youth have a 

Facebook account
• 87% have their own cellphone 

by the time they enter grade 10
• Social Media accounts for about 

70% of internet activity by 
Canadian teens

Internet enabled technology is 
their operating system 7



Growing Up Online
There are benefits to growing up in 
a connected world:

• Educational Opportunities
• Entertainment & Leisure
• Quick Communication
• Connection of like-minded 

people
• Creation of a sense of community 
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Growing Up Online
The Down-Side of being hyper-
connected – increased connection 
places kids at increased risk for 
negative online experiences

• Unlimited access to potential 
harmful content

• Development of subcultures that 
promote harmful patterns of 
behaviour

9



Growing Up Online
The down-side of being hyper-
connected:

• Main-stream content that is 
developmentally inappropriate 
(e.g., News, Entertainment)

• Sexualized media
• Social media context that 

promotes unhealthy behaviour, 
values

• Development of negative 
subcultures

• Contagion
• Direct interactions with others 

that could be harmful
10



Sexually Explicit Media

11

Sexualized 
Language

Sexualized 
Images or 

Videos
Pornography

Sexual Media Exists on a Continuum

Exposure can be passive or active/interactive



Sexually Explicit Media
Children are usually first exposed to 
explicit content between 8-11 years 
old 

Increasingly easy access to 
pornography has resulted in the 
“pornification” of sex education

Porn available online may be violent, 
portray a power differential, lack of 
consent and/or unrealistic 
interactions
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Developmental 
Impact of 
Exposure to 
Pornography

• Premature arousal
• Exposure to non-normative sexual behaviour and 

boundaries (Modelling)
• Risk for the development of non-normative arousal 

patterns
• Implications for future healthy relationships
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Cyberbullying
• The use of electronic 

communication to bully a person, 
usually by sending messages of an 
intimidating of threatening nature

• Includes online behavior that is 
intended to put down, embarrass, 
or spread rumors about the target. 

• Can be through text messaging or 
any internet enabled 
device/platform
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Sexting

Sexting refers to the sending of sexually 
explicit images, videos, or texts (usually 
via cell phone).

Research indicates that sexting has 
become a more common over time.
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Sexting
Madigan et al. (2018) JAMA Pediatrics

Mean Prevalence: 
• Sending sexts: 14.8%
• Receiving sexts:  27.4%
• Forwarding without consent:  12.0%
• Receiving a forwarded sext without 

consent:  8.4%
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Sexting
Madigan et al. (2018) JAMA Pediatrics

Moderator analyses revealed that 
effect sizes varied as a function of 
child age, year of data collection, and 
sexting method

• Higher for older adolescents
• Higher for more recent studies
• Higher on mobile devices
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Sexting: Risky Business

•Risk of exploitation due to 
limited control over content 
once it is released

•Risk of becoming youth justice 
involved

18



Exploitation
Online exploitation is when an 
individual manipulates or coerces 
another individual into doing 
something online, which is often 
illegal or sexual in nature.  

Exploitation involves an inherent 
power differential.

Exploitation can occur on any 
internet enabled device/platform
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Exploitation
Canadian Statistics To Lose Sleep Over: 

• Cybertip.ca receives about 4000 
reports each month

• Over 90% of these reports concern 
child pornography

• Between 2018 and 2019 Cybertip.ca 
saw a 57% increase in reports of 
adults contacting children ages 8 – 12 
to engage in sexual activities over live 
stream
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Risk and Safety
A Developmental Perspective
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A Developmental 
Perspective

1. Understanding the impact 
of screen time on 
development

2. Conceptualize the 
internet as a system that 
contributes to 
developmental outcomes

3. Formulate risk as a 
developmentally dynamic 
construct
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Developmental 
Impacts of Screen Use

• Neurocognitive 
Development

• Physical Health

• Socioemotional 
Development
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• Conceptualize the internet 
as a system that 
contributes to 
developmental outcomes

• Acknowledging online 
experiences as part of our 
biopsychosocial 
formulation
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Risk: A Developmental Perspective 

RISKLOW HIGH

Maltreatment History 
Mental Health History 

Availability of Safe Adult
Quality of Peer Relationships

Sense of Belonging or Community
Strength of Self Identity

Capacity for Emotion Regulation

Stage of Development 26



Risk Across Development

• Supporting safety requires that we 
think about risk from a 
developmental perspective.

• In very young children, limited 
skills are likely to be a primary 
contributor to risk

• The development of technical skills 
typically outpaces children’s 
emotional and cognitive 
development
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Risk becomes more dynamic in adolescence
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The Psychology of Adolescence

• Immature PFC (control)
• Overactive Amygdala (emotion)
• Sense of Immortality

• Drive for Individuation
• Drive for Affiliation

• Developmentally appropriate 
interest in sex

The Psychology of the Internet

• Anonymity

• Familiarity

• Escape and Fantasy
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Supporting 
Online Safety

A skill-based approach
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Basic Principles
• Think about online safety as a 

skill that requires teaching 
and practice

• Start young AND continue 
through development

• Make decisions about access, 
supervision, education, 
expectations, and support in 
a developmentally graded 
manner
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Supporting Online Safety: A Developmental Approach

DEVELOPMENT

SK
IL

LS
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Basic Principles
• Create an environment that 

supports the development of 
positive habits

• Attitudes toward 
technology

• Rules and Limits
• Routines
• Supervision
• Communication
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Creating a Supportive 
Environment

Rules  & Limits
• Developmentally Appropriate
• Access
• Content
• Consistent with Core Family Values

Routines for Screen Time
• Building Healthy Habits
• Consistent with Core Family Values
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Creating a Supportive 
Environment

Appropriate Supervision
• General rule of thumb is that 

technology should be used in public 
spaces of the home (i.e., no internet 
enabled devices in bedrooms or in 
other private spaces)

• Supervision will look different across 
development and based on individual 
child needs

• Direct supervision (side by side)
• Checking-in
• Use of technology to support 

supervision 35



Creating a Supportive 
Environment

Open Communication

• Rules and expectations are explicitly 
stated

• Discretions are acknowledged
• Digital safety and wellness are 

discussed openly and frequently
• Take advantage of naturally occurring 

opportunities 
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Skill-Building

ReinforceSupported 
Practice

Explicit 
TeachingShow 
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Modelling
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Skill-Building: Teaching

• Teach Functional Technology Skills

• Provide Education on Internet Safety

• Rationale for Limits, Rules, Routines
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Skill-Building: Teaching

• Integrate Education about 
Online Safety Into Other 
Domains of Development

• Social Skills
• Healthy Living
• Healthy Sexuality 

Education
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• Practice makes progress

• Repeated 
• Supervised and Supported
• Just-Right

Skill-Building: Practice
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Skill-Building: Reinforce

• Acknowledge Gains/Success

• Reinforce Positive Behavior

• Natural and Logical Consequences
• Adjust Expectations based on 

developmental stage and skill set 
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Managing 
Adolescence

• Limits, Routines and Supervision are still required
• Education about High Risk Behaviours
• Emphasis on Relationship and Communication
• Natural and Logical Consequences
• Be Mindful of Risk and Protective Factors
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Supporting 
Online Safety

Building your own skills
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Build Your Skills
Test Your Social Media IQ

45



4646



Social Media
• Social media platforms can 

be broadly grouped into the 
following functions: 

•Messaging
•Photo and Video Sharing
•Microblogging
•Livestreaming
•Meeting and Dating
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Messaging

Kik Messenger

WhatsApp
Group Me

Discord
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Photo & Video Sharing

YouTube Vine TikTok Snapchat Instagram
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Microblogging

Twitter Pinterest Tumblr Whisper
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Live Streaming

Houseparty Live.me YouNow Facebook
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Meeting & 
Dating

tinder Grindr Blendr

Omegle Yubo Meet Me52



In reality, you 
will never 

stay 
completely up 

to date
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CHILD & PARENT
RESOURCE INSTITUTECPRI

Things to think about
• Primary Function 
• Age appropriateness 
• Public versus Private
• Covert Marketing
• Location Information

• Online gaming poses many of the same risks 
as social media and other online activities

• Exploitation often involves moving a child 
from one platform to another
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Up Your Game!
(and Social Media IQ)

• Ask what apps the child/youth like to use
• Use a casual, warm approach to encourage the 

child/youth to share how they use the app 
• Don’t recognize the app?  Look it up
• Share what you learn with your peers and colleagues
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Become Familiar with the Warning Signs
56
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Sourced from www.childrenofthestreet.com/youth 58



What if I find out a 
child/youth has 
been exploited?
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Steps to Take if 
You Hear an 
Allegation of 
Online 
Exploitation

Notify your 
Team

Notify your team and manager. 
Follow guidelines regarding your duty to report.

Focus on 
Safety

Be supportive and help the child/youth feel safe.  What do 
they need now?  What do they need in the future?

Don’t Push but 
Note Details

Don’t push for details, but write down everything you learn.  
Investigation is not your role  

Pause and 
Breathe

Pause and breathe.  Your first reaction may be sadness, 
anger or fear. It’s okay to label that but manage it – they 
need you to be in control 
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Overview

• Children and teens have greater access to the 
internet than ever before. 

• Greater access places them at increased risk for 
negative online experiences including cyberbullying, 
exposure to sexualized media, and exploitation.

• Risk and Safety is best understood from a 
developmental perspective.

• Updating your knowledge and keeping your own 
skills sharp goes a long way. 
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